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Introduction

Rating System

How can we know quality of object?
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» Users evaluate objects and assign discrete scores
* Quality of object is determined by average score
* Vulnerable to distortion by spammer
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GR method

Object € {a, b, c]
Score € {1,2,3,4,5}
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GR method

Object € {a, b, c]
Score € {1,2,3,4,5}

%=(0.3,0.5, 0.4)
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* User who gives popular score to each
object takes high reputation

» Better performance than others

* Fragile to malicious attack




IGR method

Object € {a, b, c]
Score € {1,2,3,4,5}




IGR method

Object € {a, b, c]
Score € {1,2,3,4,5}
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IGR method

Object € {a, b, c]
Score € {1,2,3,4,5}
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DR method

Object € {a,b,c,d,e, f, g, h]
Score € {1,2,3,4,5}

Object classified by user i




DR method

Object € {a,b,c,d,e, f, g, h]
Score € {1,2,3,4,5}

Object classified by user i Average score of each object
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DR method

Object € {a,b,c,d,e, f, g, h]
Score € {1,2,3,4,5}

Object classified by user i
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DR method

Average Q of each group
(ideal case)
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DR method

Average Q of each group o .
roup size = ws

(ideal case)
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DR method

Average Q of each group o .
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Measurement

(MovielLens, Netflix, Amazon)

Data
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» Converting p fraction of users in
real data to spammer

» ‘Malicious’ spammers evaluate with
Scoree {1,5}

» ‘Random’ spammer evaluate with
Score€e {1,2,3,4,5}

Malicious Sp

\
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Measurement

(MovielLens, Netflix, Amazon)

Data
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» Recall: fraction of spammers in low
reputation group(fraction p)

* Range: 0<p<1

« Marginal value: p

spammers

Recall= .
low reputation users




Measurement

R; R; R;
(MovielLens, Netflix, Amazon)
Data
R.=1 R.=p R.=0

M » Recall: fraction of spammers in low
reputation group(fraction p)
* Range: 0<p<1

« Marginal value: p
good marginal bad




Result

Malicious spammer
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* GR: performing very low value at range p>0.3
* DR: performing higher than 0.98 in entire range
* DR method shows higher robustness from malicious attack



Result

Recall

Random spammer
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* GR and IGR method show similar curve shape
* DR method shows higher performance, especially in high p region
« 3 curves are similar in low p region



Result
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» Overlap between spammer and user



Result

Distribution of reputation
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[ » Overlap between spammer and user
L . « Spammers’ rating distribution is Gaussian(?)
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40 | '

number
=]
=]
T

20 [ m 'll -

reputation



Result

Overlap = power function?
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Result

Cutting low reputation user
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