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Introduction

Rating System

How can we know quality of object? User

Score

Object

• Users evaluate objects and assign discrete scores

• Quality of object is determined by average score

• Vulnerable to distortion by spammer
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Score

𝑹𝟏 = 𝟎. 𝟖

𝑹𝟐 = 𝟎. 𝟕

𝑹𝟑 = 𝟎. 𝟏
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User 𝒊
𝑎

𝑏

𝑐

2

4

5

GR method

Object ∈ 𝑎, 𝑏, 𝑐
Score ∈ 1, 2, 3, 4, 5



Ԧ𝑥=(0.3, 0.5, 0.4)

𝑅𝑖 =
𝒎𝒆𝒂𝒏( Ԧ𝑥)

𝒗𝒂𝒓( Ԧ𝑥)
=

0.4

0.1
= 4

• User who gives popular score to each 

object takes high reputation

• Better performance than others

• Fragile to malicious attack
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GR method

Object ∈ 𝑎, 𝑏, 𝑐
Score ∈ 1, 2, 3, 4, 5

Reputation :
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Score ∈ 1, 2, 3, 4, 5

𝑥𝑐 =
𝑘𝑐5
𝑘𝑐

𝑅𝑖 =
𝒎𝒆𝒂𝒏( Ԧ𝑥)

𝒗𝒂𝒓( Ԧ𝑥)



User 𝒊
𝑎

𝑏

𝑐

2

4

5

𝑎 𝑏 𝑐

2

4

5

0.3

1

3

4

5

1

2

3

5

1

2

3

4

0.5

0.4

IGR method

Object ∈ 𝑎, 𝑏, 𝑐
Score ∈ 1, 2, 3, 4, 5

𝑥𝑐 =
𝑘𝑐5
𝑘𝑐

𝑅𝑖 =
𝒎𝒆𝒂𝒏( Ԧ𝑥)

𝒗𝒂𝒓( Ԧ𝑥)

𝑥𝑐′ =
σ𝑖∈𝑐5𝑅𝑖
σ𝑖∈𝑐𝑅𝑖



User 𝒊
𝑎

𝑏

𝑐

2

4

5

𝑎 𝑏 𝑐

2

4

5

0.3

1

3

4

5

1

2

3

5

1

2

3

4

0.5

0.4

IGR method

Object ∈ 𝑎, 𝑏, 𝑐
Score ∈ 1, 2, 3, 4, 5

𝑥𝑐 =
𝑘𝑐5
𝑘𝑐

𝑅𝑖 =
𝒎𝒆𝒂𝒏( Ԧ𝑥)

𝒗𝒂𝒓( Ԧ𝑥)

𝑥𝑐′ =
σ𝑖∈𝑐5𝑅𝑖
σ𝑖∈𝑐𝑅𝑖

𝑅𝑖′ =
𝒎𝒆𝒂𝒏(𝑥′)

𝒗𝒂𝒓(𝑥′)



Score 1

Score 2

Score 3

Score 4

Score 5

DR method

User 𝒊

Object classified by user 𝒊

Object ∈ 𝑎, 𝑏, 𝑐, 𝑑, 𝑒, 𝑓, 𝑔, ℎ
Score ∈ 1, 2, 3, 4, 5

=𝜎1

=𝜎2

=𝜎3

=𝜎4

=𝜎5

𝑎 b

𝑐

𝑑 𝑒 𝒇

𝑔 ℎ



Object classified by user 𝒊

𝜎1

𝜎2

𝜎3

𝜎4

𝜎5

DR method

User 𝒊 Object 𝒇

4

3

2

𝑄 = 3

Average score of each object
(𝑸)

Object ∈ 𝑎, 𝑏, 𝑐, 𝑑, 𝑒, 𝑓, 𝑔, ℎ
Score ∈ 1, 2, 3, 4, 5

User 𝒊

Other 
Users

𝑎 b

𝑐

𝑑 𝑒 𝒇

𝑔 ℎ
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3.7 4.1

DR method

User 𝒊

Object classified by user 𝒊

⟨𝑸⟩ = 𝟏. 𝟔 ≈ 𝟏

⟨𝑸⟩ = 𝟐. 𝟏 ≈ 𝟐

𝑸 =
𝟑. 𝟎 + 𝟑. 𝟒 + 𝟐. 𝟐

𝟑
= 𝟐. 𝟗 ≈ 𝟑

⟨𝑸⟩ = 𝟑. 𝟗 ≈ 𝟒

∙

Average 𝐐 of each group

Object ∈ 𝑎, 𝑏, 𝑐, 𝑑, 𝑒, 𝑓, 𝑔, ℎ
Score ∈ 1, 2, 3, 4, 5
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𝑸 ≈ 𝟏

𝑸 ≈ 𝟐

𝑸 ≈ 𝟑

𝑸 ≈ 𝟒

𝑸 ≈ 𝟓

DR method

Average 𝑸 of each group
(ideal case)
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𝑹𝒊
𝟑 = −

𝑸 − 𝟑

𝝈 (𝑸)

=− 𝒘𝟑 𝑸 − 𝟑

group size = 𝒘𝟑
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Spammer

Data
User
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Malicious Spammer

𝑝

Measurement

• Converting p fraction of users in 

real data to spammer

• ‘Malicious’ spammers evaluate with

Score∈ 1,5

• ‘Random’ spammer evaluate with  

Score∈ 1,2,3,4,5

(MovieLens, Netflix, Amazon)
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𝑝

Measurement

• Converting p fraction of users in 

real data to spammer

• ‘Malicious’ spammers evaluate with

Score∈ 1,5

• ‘Random’ spammer evaluate with  

Score∈ 1,2,3,4,5
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Spammer

Data

• Recall: fraction of spammers in low 

reputation group(fraction p)

• Range: 0<p<1

• Marginal value: p
Recall=

spammers

low reputation users

𝒑𝒑

Measurement

𝑹𝒊

5.69

5.67

∙
∙
∙

0.42
0.38

0.25

(MovieLens, Netflix, Amazon)



Spammer

Data

𝒑
𝒑

Measurement

𝑹𝒊𝑹𝒊 𝑹𝒊

𝑅𝑐 = 0𝑅𝑐 = 1 𝑅𝑐 = 𝑝

𝐠𝐨𝐨𝐝 𝐛𝐚𝐝𝐦𝐚𝐫𝐠𝐢𝐧𝐚𝐥

• Recall: fraction of spammers in low 

reputation group(fraction p)

• Range: 0<p<1

• Marginal value: p

(MovieLens, Netflix, Amazon)



MovieLens

• GR: performing very low value at range p>0.3

• DR: performing higher than 0.98 in entire range 

• DR method shows higher robustness from malicious attack 

Result

p p

Malicious spammer

Netflix



MovieLens

Result

p p

Random spammer

Netflix

• GR and IGR method show similar curve shape

• DR method shows higher performance, especially in high p region

• 3 curves are similar in low p region



Result

Distribution of reputation

• Overlap between spammer and user



Result

Distribution of reputation

• Overlap between spammer and user

• Spammers’ rating distribution is Gaussian(?)

• Overlap = original spammer?



Result

Overlap = power function?

𝑟𝑒𝑐𝑎𝑙𝑙 = 1 − 0.055𝑝0.7

0.055𝑝0.7 = 𝑜𝑟𝑖𝑔𝑖𝑛𝑎𝑙 𝑠𝑝𝑎𝑚𝑚𝑒𝑟?

1-recall



Result

Cutting low reputation user


